
We all know that computers have hard 

disks inside.  

 

What many do not know is that every-

thing that is opened on your computer, 

all pages surfed on the web, all docu-

ments sent to the printer and all emails, 

chats in Skype, Windows Messenger 

and other social networking programs 

are also stored in temporary files on 

your computer hard disk. Until they 

are forensically removed, they are re-

coverable. 

 

Similarly, hard drive installations have 

become routine for digital copiers,  

especially those built since 2005. All 

images scanned, copied or faxed on 

these machines are stored on the hard 

drive, even after they have been cop-

ied, faxed or the scan copy appears on 

your computer disk. 

(Continued on page 2) 

Like your computer system, local area 

network and email/internet access, 

your digital copiers need a risk analy-

sis and security policy. 

The first step is to identify those ma-

chines in your office that might contain 

confidential information and establish 

a security procedure for routinely wip-

ing the disk clean using special foren-

sic software designed for that purpose. 

Simply deleting the files on a hard disk 

do not delete the files — this only 

makes them invisible to the normal 

user. A sophisticated user, like the 

fraudster, knows how to retrieve de-

leted files. 

Your copier manufacturer or service 

supplier will be able to tell you exactly 

which models have internal hard disks  
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The Risk 

Are you conducting your business with the false sense of security that documents 

in locked filing cabinets, secure storage facilities or only on your password pro-

tected and encrypted computers are secure? 

 

The existence of copied, scanned and faxed documents using digital copiers, 

scanners and fax machines on their hard disks has been known to the fraudster for 

a long time. Only due to a recent CBS News story earlier this year has the general 

public become aware and concerned.  

Are your 

digital  

copiers, 

scanners and 

fax  

machines 

leaking  

confidential 

information? 
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• If you are a doctor, personal data such as medical his-

tory, prescriptions, referral correspondence and more. 

• If you are a lawyer, privileged and confidential infor-

mation about your clients, correspondence and plan-

ning memos, opinions and more. 

• If you are an accountant, personal data such as social 

insurance numbers, tax return information, bank infor-

mation and more. 

• If you are a banker, confidential information concern-

ing your clients’ bank accounts, balances, signatures 

and more. 

The hard drive in the digital copier will keep images 

of these documents until one of two events occur:  

 

 Either the disk becomes full and the next docu-

ment begins over-writing the disk, thus destroying 

the first image of the document, from the begin-

ning of the disk; or  

 

 The disk is intentionally wiped clean using spe-

cial software designed for this purpose. 

 

 

 

(Continued from page 1) 

Caption describing picture or 

graphic. 

MANAGING THE RISK OF FRAUD has been prepared for the general information of our clients, staff and other interested parties. The enclosed com-

ments are of a general nature and are not intended to cover all aspects of the subject matter. Prior to implementing any planning based upon information in 

this publication, the specific facts pertaining to any particular situation should be carefully considered. We will be pleased to assist in this regard and to pro-

vide further details pertaining to the matters discussed herein. 

If you know of someone who should be added to our mailing list or if you require additional copies,  

please contact us at (514) 931-76oo 

THE BEST WEAPON AGAINST 

 FRAUD IS KNOWLEDGE 

                                                                              

and in most cases, they will also offer an easy to 

use application which will perform what is referred 

to as a DoD (Department of Defense) disk wipe. 

This will over-write the disk with a series of 1’s and 

0’s three times resulting in the permanent deletion 

of all data that existed on the disk. 

Depending on the size of the disk, this may take 

some time, but proper scheduling can result in this 

occurring overnight when the machine is not being 

used heavily. 

Your company’s security policy should be no dif-

ferent for digital copiers than for computers — 

when they are discarded remove the hard disk. 

The best way on insure that the confidential infor-

mation that resides on the disk is not recovered and 

used by unauthorized individuals is to physically 

destroy the disk, or at a minimum, retain custody. 

With the cost of a new hard disk at less than $100 

today, if the machine is to be donated to a charity, 

traded in for an upgrade or sold, make sure it leaves 

your offices with a new, empty disk. 

(Continued from page 1) 



ABOUT LEVI & SINCLAIR   

LEVI & SINCLAIR is a firm of chartered accountants that traces its origin in Montreal to 1970. We pride our-

selves on being more than just an accounting firm. We offer an effective blend of personalized service, experi-

ence and technological leadership, coupled with a steadfast commitment to consistently deliver excellence.  

Our Chartered Accountants and Business Consultants provide advisory services on a broad range of issues to 

both our individual and corporate clients. The members of our firm possess unique talents, expertise and ex-

perience, giving our clients access to a knowledge base of considerable breadth and depth. Together with our 

support personnel, we share a commitment to developing practical solutions for the business challenges of to-

day, and to devising strategies for tomorrow.  

 

OUR SERVICES  

Our firm takes pride in adding value to every client that we serve through our extensive expertise and proac-

tive approach to your financial needs. We match our dedication to adding value with experience and expertise: 

we have experience in servicing virtually every type of industry and professional practice.  

 

TAXATION  

Our office has a strong basis in federal and provincial tax issues. Our tax group is highly qualified and experi-

enced. Our accountants work hard to minimize your taxes, yet make sure that you fulfill your tax requirements 

ethically while working to add value. We can fill a variety of tax needs, both domestic and international as 

well as corporate and personal. Our specialties lie in tax reporting and representation, tax planning (business, 

personal, divorce and litigation), tax structuring of entities and transactions and tax research.   

FINANCIAL  

LEVI & SINCLAIR can meet all of your basic financial needs with our exemplary Accounting Services Group 

that can truly add value whether it’s your business or your personal finances that we are reviewing. We work 

with business entities as well as non-profits and foundations. Our accounting services include; auditing and 

compilation review of financial statements, budgets and forecasts, and government reporting. We won’t simply 

process your financial statements, our mission is to add value. We will go the extra mile to help you forecast or 

locate opportunities that you may be missing.  

 

BUSINESS CONSULTING  

LEVI & SINCLAIR’s Business Consulting unit has proven itself as a valuable resource to businesses of all kinds. 

We can help you plan your future, whether you see it coming or not. We can help you bring seminal business 

events to life; like mergers and acquisitions, business valuation, leases and contracts, or business development 

plans, all of which take a huge amount of planning and attention to detail. If there are no big events on your 

horizon, we can still be of service by helping you to anticipate the unexpected through our forecasting, real 

estate projections, risk management assessments, or our feasibility studies. We look at your business and all of 

its many facets, to find both issues and opportunities and bring that valuable insight to you.  

 



LITIGATION SUPPORT AND DISPUTE RESOLUTION SERVICE AREAS 
 

• Civil and criminal Fraud Investigation  

• Management and employee fraud and theft  

• Identification of secret commissions and kickbacks  

• Intellectual Property Litigation Support 

• Training on fraud awareness and prevention  

• Due Diligence Audits  

• Business valuation 

• Fairness opinions 

• Insurance claim assistance  

• Retail sales audits  

• Contract dispute resolution  

• Professional negligence litigation support  

• Fraud prevention program design, implementation and evaluation  

• Bank due diligence audits  

• Employee background audits  

• Financial discrepancy analysis  

• Divorce litigation support  

• Insurance claim quantification  

• Breach of contract quantification  

• Electronic Discovery and Data Recovery  

• Computer forensics  
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LEVI & SINCLAIR   

1303 Greene Avenue, Suite 400 

Montreal, Quebec H3Z 2A7 

Tel: (514) 931-7600                   Fax: (514) 931-3600 

Philip C. Levi, CFE, FCA, CPA/CFF, CA•IFA  

plevi@levifca.com 
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