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|dentity Theft and Fraud Complaints
up 19% in 2011

CONSUMERS ARE STILL FALLING FOR WIRE EMAIL SCAMS.

The Federal Trade Commission statistics on complaintsin 2011 show that
identity theft/fraud tops the list for the 12th consecutive year. Overall FTC com-
plaints increased 20% to 1.8 million compared to 2010. 70% of these complaints
were fraud related with identity theft, making up 15% of the total.

INCIDENTSIN THE U.S. PROJECTED AT
APPROXIMATELY 10 MILLION

The numbers of complaints received
annually are much smaller than the an-
nual estimates of identity theft inci-
dentsin the U.S., which have been pro-
jected at approximately 10 million by
the FTC. A study commissioned by the
FTC determined that most victims do
not report identity theft to authorities.

| dentity theft as awhole has not been
declining as popular opinion once sug-
gested it would. Identity theft com-
plaintsin 2011 totaled 279,156 com-
pared to 86,250 a decade ago.

FRAUD COMPLAINTS

Forty-three percent (43%) of consum-
ers complaints reported that email was
theinitial point of contact for the fraud
(29% of fraud contact was via phone
and 13% through the internet).

Of consumers who were defrauded out
of money, 50% complained of wire
fraud, 16% credit card fraud, and 13%
bank account/debit card fraud.

Consumers should use extreme caution
when responding to unsolicited emails
and telephone calls. The safest ap-
proach isto respond to neither. Be-
fore responding to any offer, especialy
those that sound too good to be true,
one should thoroughly research the
company on the Internet.

Wire scams have become trickier over
the past few years with different spins
on the Nigerian scam. For example, the
stranded traveler scam tricks victims
into wiring money to friends or family
members who are traveling in Europe
and have misplaced their wallets or
have been mugged. In reality, your
loved ones email or Facebook ac-
counts have been hacked.

(Continued on page 2)
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It's hard to know what's real and what's not. The best guideline is not to wire money in response to an email
or phone call until you've confirmed the person's true identity.

IDENTITY THEFT COMPLAINTS

The most common identity theft reported was government documents and benefits fraud (27%), particularly
tax or wage-related fraud (24.1%). Second most common was credit card fraud (14%), followed by phone/
utilities fraud (13%), and bank fraud (9%).

Tax and wage fraud primarily consists of a fraudulent tax return filed in the name of the identity theft vic-
tim, where the identity thief obtains the tax refund due the victim, or creates a false refund which the victim
later has to repay. To do so, the identity thief must have knowledge of the victim’s name, Social Insurance
Number and some idea of their reported wages. Wage information can be obtained from employers, T-4
forms and tax returns. Taxpayer wage information can be obtained through theft of the information in the
workplace, mail theft, and by other means including phishing and other social engineering. It iscritical that
consumers take appropriate steps to protect their wage information and report tax fraud to the CRA and to
fileapolicereport locally.

While some types of identity theft are on therise, like tax and wage fraud, other types of identity theft are
stabilizing or declining such as credit card fraud (up a half percent), phone and utility fraud (down 2%),
bank fraud (down 10%), and employment fraud (down 19%) compared to 2010.

These statistics should remind us that fraud and identity theft are crimes of opportunity. While financial in-
stitutions have taken step to curb credit card and bank related identity theft, new opportunities for the thieves
have arisen because of more people filing online tax returns and a general lack of awareness by consumers
of tax and wage related identity theft.

The creative criminal mind will invent new ways of committing the crime as situations change and as steps
are taken to curb certain types of identity theft such as credit card and bank fraud.

Sixty-eight percent of consumers that reported fraud said they made a payment. They also reported that the
fraudulent payments were made primarily by wire transfers (50%), credit card (16%) and bank account debit
(13%).

The 50-59 age group reported the most (23%) of all types of fraud (excluding ID Theft) whereas the 20-29
year old age group reported the most identity theft, also 23%. It appears that identity theft affects younger
age groups whereas other fraud affects the older age groups. The under 50 group composed 70% of all the
identity theft complaints filed whereas the 40 and above age group composed 65% of all of the other fraud
complaints.

MANAGING THE RISK OF FRAUD has been prepared for the genera information of our clients, staff and other interested parties. The enclosed com-
ments are of a general nature and are not intended to cover all aspects of the subject matter. Prior to implementing any planning based upon information in
this publication, the specific facts pertaining to any particular situation should be carefully considered. We will be pleased to assist in this regard and to pro-

vide further details pertaining to the matters discussed herein.

If you know of someone who should be added to our mailing list or if you require additional copies,
please contact us at (514) 931-7600




ABOUT LEVI & SINCLAIR

LEVI & SINCLAIR isafirm of chartered professional accountants that tracesits origin in Montreal to 1970. We
pride ourselves on being more than just an accounting firm. We offer an effective blend of personalized ser-
vice, experience and technological leadership, coupled with a steadfast commitment to consistently deliver ex-
cellence.

Our Chartered Professional Accountants and Business Consultants provide advisory services on a broad range
of issues to both our individual and corporate clients. The members of our firm possess unique talents, exper-
tise and experience, giving our clients access to a knowledge base of considerable breadth and depth. Together
with our support personnel, we share a commitment to developing practical solutions for the business chal-
lenges of today, and to devising strategies for tomorrow.

OUR SERVICES

Our firm takes pride in adding value to every client that we serve through our extensive expertise and proac-
tive approach to your financial needs. We match our dedication to adding value with experience and expertise:
we have experience in servicing virtually every type of industry and professional practice.

TAXATION

Our office has a strong basisin federal and provincial tax issues. Our tax group is highly qualified and experi-
enced. Our accountants work hard to minimize your taxes, yet make sure that you fulfill your tax requirements
ethically while working to add value. We can fill avariety of tax needs, both domestic and international as
well as corporate and personal. Our speciatiesliein tax reporting and representation, tax planning (business,
personal, divorce and litigation), tax structuring of entities and transactions and tax research.

FINANCIAL

LEVI & SINCLAIR can meet all of your basic financial needs with our exemplary Accounting Services Group
that can truly add value whether it’s your business or your personal finances that we are reviewing. We work
with business entities as well as non-profits and foundations. Our accounting services include; auditing and
compilation review of financial statements, budgets and forecasts, and government reporting. We won't ssmply
process your financial statements, our mission isto add value. We will go the extramile to help you forecast or
locate opportunities that you may be missing.

BUSINESS CONSULTING

LEVI & SINCLAIR s Business Consulting unit has proven itself as a valuable resource to businesses of all kinds.
We can help you plan your future, whether you see it coming or not. We can help you bring seminal business
eventsto life; like mergers and acquisitions, business valuation, leases and contracts, or business devel opment
plans, all of which take a huge amount of planning and attention to detail. If there are no big events on your
horizon, we can still be of service by helping you to anticipate the unexpected through our forecasting, real
estate projections, risk management assessments, or our feasibility studies. We look at your business and all of
its many facets, to find both issues and opportunities and bring that valuable insight to you.



LITIGATION SUPPORT AND DISPUTE RESOLUTION SERVICE AREAS

. Civil and criminal Fraud Investigation

. Management and employee fraud and theft
. I dentification of secret commissions and kickbacks
. Intellectual Property Litigation Support

. Training on fraud awar eness and prevention
. Due Diligence Audits

. Business valuation

. Fairness opinions

. I nsurance claim assistance

. Retail sales audits

. Contract dispute resolution

. Professional negligence litigation support

. Fraud prevention program design, implementation and evaluation
. Bank duediligence audits

. Employee background audits

. Financial discrepancy analysis

. Divor ce litigation support

. I nsurance claim quantification

. Breach of contract quantification

. Electronic Discovery and Data Recovery

. Computer forensics

CONTACT INFORMATION

LEVI & SINCLAIR sNe

1303 Greene Avenue, Suite 400
Montreal, Quebec H3Z 2A7
Tel: (514) 931-7600 Fax: (514) 931-3600
Philip C. Levi, CFE, FCPA auditor, FCA, CPA/CFF, CA«IFA
plevi@levifca.com
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